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1 INTRODUCTION

Kingston Properties Limited (we, us, our, KP), as a registered data controller, is committed to
ensuring that personal data is handled with care and respect for the privacy of individuals. In
compliance with the Data Protection Act, 2020 (DPA), this policy outlines how personal data is
processed by us and how we ensure compliance with the DPA.

2 KEY DEFINITIONS UNDER THE DPA

The definitions set out in Section 2 of the DPA shall apply to the terms used in this policy and in
relation to data protection generally within this organization. For ease of reference, we reproduce
below the following definitions from the DPA:

e ‘“Data subject” means a named or otherwise identifiable individual who is the subject of
personal data taking into account all means used or reasonably likely to be used by the
data controller or any other person to identify the individual such as reference to an
identification number or other identifying characteristics (whether physical, social or
otherwise) which are reasonably likely to lead to the identification of the individual.

e ‘“Personal data” means information (however stored)-

€) relating to a living individual or an individual who has been deceased for less than
30 years who can be identified by from that information alone or from that
information and other information in the possession of, or likely to come into the
possession of, the data controller; and

(b) includes any expression of opinion about that individual and any indication of the
intentions of the data controller or any other person in respect of that individual.

e “Process” inrelation to information or personal data means obtaining, recording or storing
information or personal data, or carrying out any operation or set of operations (whether
by automated means) on the information or data, including;

= organization, adaptation or alteration of the information or data;

= retrieving, consulting or using the information or data;

= disclosing the information or data by transmitting, disseminating or otherwise
making it available; or

= aligning, combining, blocking, erasing or destroying the information or data, or
rendering the data anonymous.

3 SCOPE OF THIS POLICY

This policy applies to personal data that is processed by us and sets out:
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4.2

0)
(i)
(iii)

how we protect personal data in our possession;
how we comply with our obligations as a data controller under the DPA; and

our expectations of our employees, and contractors (“personnel”) who process personal
data held by KP.

It is intended that this policy will help to ensure that our personnel assist us with ensuring KP’s
compliance with the DPA.

DATA COLLECTION AND PROCESSING

Presently, we process the following types of personal data about our directors, employees,
contractors, tenants/tenant representatives, service providers, which includes but is not limited:

Contact information including name, address, telephone number, email address (work and
personal);

Identification information including government issued ID, passport detail, Tax Registration
Number and National Insurance Scheme Number, employee identification number;

Employment details (job titles, work history, academic history, qualifications, certifications
and/or credentials);

Financial information including bank account details;

Pictures and videos of which you may have provided to us, requested by us or taken by us
or our security cameras; and

Health and medical data for staff for insurance purposes.

We process personal data only as required by law or necessary for us to deliver the services that
we offer.

DATA PROTECTION STANDARDS

KP adheres to the eight (8) data protection standards set out in the DPA and as such we process
personal data:

0)
(if)
(iii)

(iv)
v)

Fairly and Lawfully;
For limited purposes;

Ensuring Data Minimization- personal data is only processed that is adequate, relevant and
not excessive;

Ensuring Accuracy and keeping it up to date;
Recognizing that we must not keep it longer than necessary;
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(vi) Mindful of the Rights of Data Subjects;
(vii) Utilizing appropriate technical and organizational Measures; and
(viii) Ensuring that any data transfers outside of Jamaica have adequate protection.

PROCESSING PERSONAL DATA
We ensure that any personal data that is processed meets at least one (1) of the following criteria:

() the data subject has given consent to the processing of his or her personal data for one or
more specific purposes (“consent”);

(i) the processing is necessary for the performance of a contract to which the data subject is
party or in order to take steps at the request of the data subject prior to entering into a
contract (“contract’);

(i) the processing is necessary for compliance with a legal obligation to which we are subject
(“legal obligation”);

(iv) the processing is necessary for the protection of the vital interests of the data subject or
another individual (“vital interest”);

(v) the processing is necessary for the performance of a task carried out in the administration
of justice, exercise of official authority or public interest (“public interest”);

(vi) the processing is necessary for the purposes of the legitimate interests pursued by us or
by a third party, except where the processing is unwarranted in any particular case by
reason of prejudice to the rights and freedoms or legitimate interests of the data (“legitimate
interest”); or

(vii) the data subject has published the personal data concerned.

Where processing is based on consent, the data subject shall have the right to withdraw his or her
consent at any time which shall not, however, affect the lawfulness of processing based on consent
before its withdrawal. When assessing whether consent is freely given regard must be had to the
fact that the performance of a contract or provision of a service must not be made to be conditional
on consent to the processing of personal data that is not necessary for the performance of that
contract.

Where we are relying upon legitimate interest as the appropriate basis for lawful processing, we
conduct a legitimate interest assessment and keep a record of it, to ensure that we can justify our
decision. In conducting this legitimate interest assessment, we:

0] identify the legitimate interest being pursued by us or a third party to whom the personal
data are disclosed;

(i) state the rationale for regarding the processing to be necessary for the purposes of that
legitimate interests; and
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(iii)

state the rationale for regarding the processing as not being unwarranted by reason of
prejudice to the rights and freedoms or legitimate interests of the data subject, having
regard to in particular (but not necessarily limited to)-

€) the nature and source of all legitimate interests involved;

(b) the impact of the processing on the fundamental rights and freedoms of the data
subject; and

(c) all additional safeguards that could be, or have been, applied by us to prevent any

undue impact of the processing on the data subject.

If the personal data in question is special category personal data (sensitive personal data), then
we can only process that data provided that we have a lawful basis for doing so as set out in
paragraph 6.1 above, and at least one of the conditions set out below is met. Sensitive personal
data is that which reveals racial or ethnic origin, political opinions, religious or philosophical beliefs,
or trade union membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural person’s
sex life or sexual orientation. The conditions are:

(i)

(ii)

(iii)

(iv)

v)

(Vi)

the data subject has given their explicit consent to the processing of such data for one or
more specified purposes;

the processing is necessary for the purposes of exercising or performing any right or
obligation which is conferred, or imposed by law on us in connection with employment or
social security benefits;

the processing is necessary to protect the vital interests of the data subject or of another
individual where consent cannot be given by or on behalf of the data subject.

processing is carried out in the course of its legitimate activities with appropriate
safeguards by a foundation, association or any other not-for-profit body with a political,
philosophical, religious or trade union aim and on condition that the processing relates
solely to the members or to former members of the body or to persons who have regular
contact with it in connection with its purposes and that the personal data is not disclosed
outside that body without the consent of the data subjects;

the processing relates to personal data which has been made public as a result of steps
deliberately taken by the data subject;

the processing is necessary to establish, exercise or defend legal claims.

DOCUMENTATION AND RECORD KEEPING

We will keep internal written records of the processing activities which we undertake in our role as
data controller. In all cases, these records will contain:

(i)

the purposes of the processing;
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8.1

8.2

(i) a description of the categories of data subjects and of the categories of personal data;

(iii) the categories of recipients to whom the personal data has been or will be disclosed
including recipients in country outside of Jamaica;

(iv) where applicable, transfers of personal data outside of Jamaica, including the identification
of that country and documentation of suitable safeguards;

(v) where possible, the envisaged time limits for erasure of the different categories of personal
data;

(vi) where possible, a general description of the technical and organizational security measures
in place for the protection of personal data pursuant to Section 30 of the DPA.

As part of our record of processing activities we will document:

(i) records of consent;

(ii) contracts with data processors, if any;

(ii) the location of the personal data; and

(iv) records of security breaches.

In the event that we process any sensitive personal data, we will keep written records of:

(i) the purposes of the processing, including where relevant why it is necessary for that purpose;
(ii) the lawful basis for our processing; and

(iif) whether we retain and erase the personal data in accordance with our policy and, if not, the
reasons for not following our policy.

Regular reviews of the personal data we process will be undertaken and we will, where necessary,
update our documentation accordingly.

INFORMATION TO BE PROVIDED TO DATA SUBJECTS

We will provide inform all data subjects at the time of collecting their personal data, the purposes
for which the personal data is being collected, how it will be processed and the lawful basis for that
collection and processing. We will also inform the data subject of any relevant retention period and
whether we intend to transfer their personal data outside of Jamaica.

We will also inform data subjects if we plan to share their personal data with any third parties and
the details of those third parties.
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10.1

10.2

10.3

RIGHTS OF DATA SUBJECTS
KP’s data subjects have the following rights regarding their personal data:

(i) Right of Access: data subjects are entitled to request access to their personal data held by
us. Data subject access requests to KP should be made using the form at Schedule I. If the
personal data requested is transmitted electronically, this will be done free of charge. If the
personal data will be in paper format, we will charge a fee of $100,00 per page.

(i) Right to Prevent Processing: data subjects may restrict the processing of their personal
data. A request to restrict processing of personal data should be made by the data subject
to KP using the form in Schedule 1.

(iii) Right to Rectification of Inaccuracies: A data subject may request the correction or
updating of any personal data which KP holds on them that is inaccurate or incomplete.
Rectification must be done with 30 days after receiving the request to rectify and we must
inform the data subject that we have done so. Requests for rectification of inaccuracies
should be made using the form at Schedule lll. If we need more information in order to
determine whether rectification should be done, then we should write to the data subject to
request the information.

(iv) Right to Prevent Processing: data subjects may restrict the processing of their personal
data. Requests or notices to stop processing should be made using the form at Schedule V.

(v) Right to consent to processing: data subjects have the right to consent to the processing
of their personal data. If processing of personal data is based on consent, the data subject
may withdraw consent at any time.

DATA SUBJECT ACCESS REQUESTS

If any data subject makes an access request, such request should be passed to the General
Counsel & Compliance Manager at (876)620-4707.

We commit to responding to a data subject’s access request within 30 days of receipt. This may,
however, be extended if we require further information satisfy us as to the identity of an individual
who made the access request and has informed the individual of this requirement and there is
delay on the part of the data subject in providing this information. We do not charge a fee for dealing
with an access request in normal circumstances however a data subject will be required to pay the
prescribed fee for further copies of information already provided or for requests that are manifestly
unfounded or excessive, particularly where those requests are repetitive.

Personal data should never be transferred to a person not entitled to receive it. Personnel should
be wary at all times of compromising the company’s data protection and client confidentiality
responsibilities by their actions. In particular, everyone should be wary of following any link in an
email of which they are unsure, must not divulge confidential information relating to accounts,
passwords or other sensitive matters over the telephone or act in any other way likely to
compromise the integrity of the data held by us.
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12.2

12.3

DATA SHARING AND TRANSFERS

From time to time, we may share personal data with third parties, such as service providers,
business partners, and regulatory authorities for the provision of services or to comply with legal or
contractual obligations.

Where personal data is transferred whether within Jamaica or outside of Jamaica, we will ensure

that adequate safeguards are in place to protect the data subject’s personal data to the extent that
this is possible. The data subject's consent is required to share personal data outside of Jamaica.

DATA SECURITY
We will implement reasonably appropriate technical and organizational measures to prevent
unauthorized or unlawful processing of personal data, accidental loss or destruction of, or damage

to personal data.

All personnel must keep confidential all personal data about all data subjects for which they are
responsible or to which they have access. Failure to do so will result in disciplinary action.

Personnel who have access to personal data must:

0] only access the personal data which they have authority to access, and only for authorised
purposes;

(i) only allow other personnel to access personal data if they have appropriate authorisation;

(iii) only allow individuals who are not members of our staff to access personal data if specific

authority to do so exists. For example, personal data shared with our external auditors for
the purpose of completing or audit or for regulatory compliance;

(iv) keep personal data secure, for example by complying with rules on access to premises,
computer access, password protection and secure file storage and destruction and other
precautions as we shall communicate in writing;

(V) whenever passwords are used to protect personal data they must be changed regularly
and common or easily guessed words or phrases should not be used.

(vi) not remove personal data, or devices containing personal data (or which can be used to
access it), from our premises unless appropriate security measures are in place (such as
pseudonymisation, encryption or password protection) to secure the data and the device
and they have authority to do so;

(vii) ensure that if personal data is being viewed on a computer screen and the computer in
guestion is to be left unattended for any period of time, that the computer and screen are
locked before the user leaves it.
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In the event that any personnel have any concerns or suspicions that any of the matters set out
below are taking place, they should immediately inform the General Counsel & Compliance
Manager of those concerns or suspicions:

0] personal data is being processed without a lawful basis;

(i) a security breach;

(iii) personal data is being accessed without the proper authorisation;

(iv) personal data is not being retained or deleted securely;

(v) personal data, or devises containing personal data, are being removed from our premises

without appropriate security measures being in place;

(vi) any other breach of this policy or of any of the data protection standards set out in
paragraph 5 above.

We will use reasonably appropriate technical and organizational measures in order to keep
personal data secure and to protect it from unauthorized or unlawful processing and accidental
loss, destruction or damage. Those measures may include:

= password protection on files containing personal data;

= encryption of computer drives;

= ensuring that wherever possible personal data is encrypted or pseudonymised;;

= secure access control system for personal data stored physically or electronically;

= storage of personal data in secured file cabinets which are kept locked and accessed only
by personnel who need to have access;

= storage of personal data electronically on secured server which is backed up by cloud
services; and

= personnel training on data protection and security practices.

STORAGE AND RETENTION OF PERSONAL

We will retain personal data for no longer than is necessary to fulfil the purposes for which it was
collected, or as required by law or regulation.. Once a data subject’s personal data is no longer
needed, it will be securely destroyed.

We will ensure that the following measures are taken as to the storage of personal data:

0] All electronic copies of personal data will be stored securely using passwords and
appropriate data encryption, if possible;
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(ii) We will store securely in a locked drawer, cabinet or similar all hard copies of personal
data. This will include electronic copies of data that are stored on physical or other removal
media;

(iii) Suitable backups will be made of all personal that is stored electronically by utilizing the 3-
2-1 backup strategy;

(iv) Personal data must not be stored on memory sticks or other personal devices without
written consent from KP.

(v) Personal data must not be transferred to any device personally belonging to any member
of personnel.

DATA SECURITY BREACHES

A data security breach is any loss of personal data in whatever form it is held and by whatever
means the personal data was lost including personal data that is destroyed or rendered unusable.
It may take many different forms, including:

0] loss or theft of personal data or equipment on which personal data is stored;

(i) unauthorised access to or use of personal data either by personnel or a third party such
as from hacking;

(i) loss of data resulting from an equipment or systems (including hardware and software)
failure;

(iv) human error, such as accidental deletion or alteration of the personal data without
permission;

(v) sending personal data to an incorrect recipient;

(vi) unforeseen circumstances, such as a fire or flood;

(vii) deliberate attacks on our IT systems, such as hacking, viruses or phishing scams; and

(viii) social engineering such as phishing and vishing, where personal data is obtained by
deception.

In the event of any contravention of the data protection standards or any data security breach which
may affect personal data, we will promptly assess the impact of the breach and take appropriate
actions to mitigate any harm to data subjects. We are required to notify the Office of the Information
Commissioner within 72 hours after becoming aware of the contravention or security breach (as
the case may be). Reporting must be done via the Office of the Information Commissioner website
at: https://oic.gov.jm/form/report-a-data-breach

All data security breaches must be reported to the General Counsel & Compliance Manager who
will inform the Chief Executive Officer. The chairman of the board should be notified of a data

10



https://oic.gov.jm/form/report-a-data-breach

security breach as soon as it is identified as a significant incident that could impact the
organization's operations, reputation, or compliance obligations. Here are some key
considerations:

= Severity of the Breach:

o If the breach involves sensitive personal data, such as customer or financial information,
or if it could lead to regulatory penalties, the chairman should be informed immediately.

» Potential Impact on Stakeholders:

o Ifthe breach could affect investors, customers, or other stakeholders, the chairman should
be briefed promptly to prepare for communication and mitigation strategies.

» Incident Response Protocol:

o KP’sincident response plan outlines the criteria for escalating breaches to the board level,
ensuring timely and appropriate notification.

14.4  Inthe event that any personnel become aware of a data security breach, or suspect that a breach
has occurred, they must not attempt to investigate it themselves as this can lead to further issues
arising. They must instead report it to the General Counsel & Compliance Manager.

14.5 Data subjects whose personal data are impacted by the breach must be notified directly and without
undue delay upon becoming aware of the breach. This notification will be done by General Counsel
& Compliance Manager in writing to the affected data subjects.

15 TRAINING

We will take all reasonable steps through various training tools and programmes including collaboration
with internal and external partner to ensure that all personnel are aware of their data protection
responsibilities, and understand the DPA, its scope and effect.

16 BREACHES OF THIS POLICY

16.1  We regard compliance with this policy as an extremely serious matter. Failure to comply with this
policy puts at risk those individuals whose personal information is being processed, carries the risk
of significant civil, criminal and regulatory sanctions for us and our personnel and may in some
circumstances, amount to a criminal offence by the individual.

16.2  Deliberate or reckless breaches of the DPA is a criminal offence. If any person knowingly or

reckless, or without our consent obtain or disclose or procure the disclosure to another person any
information contained in personal data, he or she commits an offence and will be liable to a fine not
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exceeding $5 million or to imprisonment for up to 5 years at the Parish Court level or up to 10 years

at the Circuit Court level.

Any employee who is found in breach of this policy will be subject to disciplinary action in
accordance with our Disciplinary Action Policy which may result in dismissal, or such other
sanctions as determined by a disciplinary committee.

POLICY REVIEW

This Data Protection Policy will be reviewed annually to ensure that it remains compliant with all
relevant laws, regulations and best practices.

Prepared by:

Neichelle Spence Lattibeaudiere

General Counsel & Compliance Manager

Directors on:

Approved by the Corporate | April 24, 2025
Governance Committee on:
Approved by the Board of | April 30, 2025

Valid from:

April 30, 20025
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SCHEDULE |
APPLICATION FOR ACCESS TO PERSONAL DATA FORM
FORM 2 (Regulation 3)
THE DATA PROTECTION ACT, 2020
APPLICATION FOR ACCESS TO PERSONAL DATA
(under section 6(2) of the Act)

Reference No:

(For Internal Use Only)

1. Name and address of data controller: Kingston Properties Limited, 36- 38 Red Hills Road, Kingston 5,
St. Andrew

2. Name of data subject:

(Print)

Last................. First.............. Middle . . ..........
3. Name of applicant: (If different from data subject)

(Print)

Last................. First.............. Middle . . ..........

4. Date of birthof datasubject. . . ................ ... ... ......
5. Sex of data subject (1 Male 00 Female
6. Address:

(Please indicate the address to which correspondence related to
your application should be sent).

Home:....................... Mailing: . .....................
Tel: . oo Tel: oo
Email: . ........... ... ... ...... Other: . ... ...

7. 1 would like to: (Please check the relevant box(es))
U be informed whether the personal data of the abovenamed
data subject is being processed by you or on your behalf;

0 be given a description of the:
* personal data of the abovenamed data subject which
is being processed;
¢ purpose(s) for which the data are being, or are to be,
processed; and
* recipients or classes of recipients to whom the data
are or may be disclosed;

0 have the personal data of the abovenamed data subject
made available to me and to be advised of the source of the
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data (if known);

0 have the personal data of the abovenamed data subject
transmitted to the following data controller(s):

0 be informed of the logic involved in the automated decision
which was taken regarding the abovenamed data subject;

8. I would like to have the personal data of the abovenamed data
subject made available in the following format:

0 photocopy

0 electronically

0 other (please specify) . ......... i i

Note: Where a fee is applicable, payment will be required before the
personal data are, or the logic involved in an automated decision is,

made available or the personal data are transmitted to another data
controller.
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SCHEDULE Il
FORM 3 (Regulation 3)
THE DATA PROTECTION ACT, 2020
NOTICE TO PREVENT PROCESSING
(under section 11(1) of the Act)
Reference No:
(For Internal Use Only)

1. Name and address of data controller: Kingston Properties Limited, 36- 38 Red Hills Road, Kingston 5,
St. Andrew

2. Name of data subject:
(Print)
Last................. First.............. Middle .. ..........

3. Name of applicant: (If acting on behalf of a data subject)

(Print)

Last................. First.............. Middle . . ..........
4. Date of birthof datasubject. . .............................
5. Sex of data subject [ Male O Female

6. Address:

(Please indicate the address to which correspondence related to
your application should be sent).

Home:. ... ...... ... .. ......... Mailing: .. ...... ... ... ......
Tel: . oo Tel: oo
Email: . ........... . ... .. Other:......... .. ... ... . ....

7. | hereby direct you: (Please check the relevant box and strike out the options that do not apply)

0 To cease processing the personal data, of which | am the
data subject/of the data subject on whose behalf | am acting,
on or before

(insert date).

0 To cease processing the personal data, of which | am the
data subject/of the data subject on whose behalf | am
acting, for the following purpose . . . ......... ... .......
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0 To cease processing the personal data, of which | am the
data subject/of the data subject on whose behalf | am
acting, in the following manner . ................ (specify
the manner) on or before the followingdate . ... ........
(insert date).

0 Not to begin processing the personal data of which | am
the data subject/of the data subject on whose behalf | am
acting.

8. The data controller is required to give effect to the direction
above on the basis that: (Please check the relevant box(es) and
strike out the options that do not apply)

0 The processing of the personal data/the processing of the
personal data for the specified purpose/the processing of
the personal data in the specified manner, is causing/is
likely to cause substantial damage or substantial distress

to me/the data subject/to another, and that the damage or
distress caused/likely to be caused is unwarranted.

0 The personal data is incomplete/irrelevant having regard
to the purpose of the processing.

U The processing of the personal data/ the processing of the
personal data for the specified purpose/in the specified
manner, is prohibited under the following law . . .........
(state law).

U The personal data has been retained by the data controller
for longer than the period of time for which it may be retained

by the data controller under the following law . . ... ... ..
(state law).

Note: Please submit any documents/evidence in support of the
application.
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SCHEDULE 1lI
ForMm 5 (Regulation 3)
THE DATA PROTECTION ACT, 2020
APPLICATION FOR RECTIFICATION OF PERSONAL DATA
(under section 13(1) of the Act)

Reference No:
(For Internal Use Only)

1. Name and address of data controller: Kingston Properties Limited, 36- 38 Red Hills Road, Kingston 5,
St. Andrew

2. Name of data subject:

(Print)

Last................. First.............. Middle............
3. Name of applicant: (If different from data subject):

(Print)

Last................. First.............. Middle . . ..........
4. Date of birth of data subject . .. ........ ... ... ... ... . ... ...

5. Sex of data subject (1 Male 00 Female

6. Address:
(Please indicate the address to which correspondence related
to your application should be sent).

Home:....................... Mailing: . .....................
Tel: . .o 1=
Email: . ....................... Other:........ ... ... .. ........

7. | require rectification of the personal data, of the abovenamed
data subject, being processed by you, on the basis that the data is/
are:

0 Incomplete

O Incorrect

0 Out of date

U Misleading

10. The rectification/s required is/are:
(State the informatioin which would render the data complete,
correct, up to date or not misleading.)
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Note: Please submit any documents/evidence in support of the
rectification requested.
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